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A Quick-Reference Guide On

Background Check Compliance


New ban-the-box and fair-chance rules are being implemented all across America, complicating FCRA 
compliance. And with increased EEOC enforcement, you must be extra careful when considering candidates 
with criminal records. This quick-reference guide helps you stay compliant with all of these new laws.



Top Risks For FCRA Lawsuits

If you’ve been tracking HR news, you’ve probably read about recent class action 
lawsuits and EEOC enforcement actions and wondered if you should review and 
update your hiring practices. You’re definitely not alone. Even seasoned HR pros 
and have questions about how to comply with background check rules.

 
Focusing on just a few key areas can go a long way toward keeping you “off the 
radar” of enforcement agencies and plaintiff lawyers. 

Like most hiring professionals, you probably run a background check to determine 
a person’s suitability for employment. When you use a vendor like Pink Screening 
to run your background checks, you must follow federal, state, and local laws that 
regulate the background check process.

 
The Fair Credit Reporting Act (FCRA) is a federal law that sets out requirements 
for vendors like Pink Screening. Under the law, our type of business is considered 
to be a consumer reporting agency (CRA). In addition to CRAs, there are also 
specific rules under the FCRA that employers must follow. 

The FCRA rules only apply when an employer uses a third-party CRA to perform a  
background check. If you send your own employees to the county court house to 
research a person’s criminal history or have them investigate applicants through 
online criminal databases, then the FCRA does not apply to you.  

In the past few years, several companies have been hit with class action lawsuits 
alleging FCRA violations. Initially, these lawsuits focused on really big companies, 
but more recently, plaintiff lawyers have been pursuing middle-market companies 
because they are an “easier” target. In terms of financial impact, an FCRA 
violation allows for “statutory damages,” which can be up to $1,000 for every 
violation dating back five years. 

Imagine you’re a medium-size company with an online application. You have 
hundreds of applicants a year, and provide an electronic background check 
consent form to each. If that form isn’t compliant because it contains things like 
extraneous language, liability waivers, special acknowledgements or other 
elements deemed by the courts to be non-compliant, you can be looking at 
$1,000 per applicant (times five years) plus attorney’s fees. Most lawyers will settle 
these lawsuits, creating a vicious cycle that fuels even more lawsuits. 

Most FCRA lawsuits are based on two key areas. 

1. Failure to provide a compliant background check disclosure and authorization 
form, which is also known simply as the “consent form.” 

2. Failure to follow the legally required “Adverse Action” process when an 
employer decides not to hire or promote based on the background check.

Pink Screening is 
represented by the 
national employment law 
firm, Littler. They keep us 
updated on all things 
related to background 
checks compliance and 
they have helped us build 
all compliance-related 
features in our system. 

This guide should not be 
considered legal advice.  
 
Always consult your own 
legal counsel regarding 
compliance with 
background check 
regulations and laws. 



Disclosure & Authorization Form

The FCRA states that an employer can’t obtain a 
background  report unless a clear and conspicuous 
disclosure has been made in writing to the consumer 
in a document that consists solely of the disclosure. 

 
What does this mean? 

 
It means you must inform your applicants in writing 
that a background check will be run for employment 
purposes, and this must be done in a specific way:  

The disclosure must be provided as a “stand-alone” 
document that contains only the disclosure. You can 
obtain authorization, or a signature, on this same 
page, but you shouldn’t include any information 
that’s unrelated to the background check. 
 

Many lawsuits filed against employers allege that the  
disclosure wasn’t clear and conspicuous and wasn’t 
provided in a stand-alone format due to the presence 
of “extraneous language.”  

For example, Big Lots was sued because its consent 
form contained a liability waiver and also referenced 
additional state disclosures on the same document.  
 
It seems extreme that a class of applicants could be 
awarded statutory damages for these things. But 
these hyper-technical violations of the FCRA result in 
class action awards all the time.

- You shouldn’t include the 
disclosure in a job application 

- You shouldn’t use small font 

- You shouldn’t staple it to or 
combine it with other documents

How Do I Comply? 
 
Review your disclosure / authorization form and make sure: 

It’s a stand-alone document, not combined with any other documents

It does not contain liability waivers or any language unrelated to the background check

It does not contain additional state disclosures

Type to enter text

Pink Screening provides an online disclosures workflow that was developed with input from our law firm, 
Littler. It presents the FCRA Summary of Rights, followed by a stand-alone federal consumer report 
disclosure, a stand-alone federal investigative consumer report disclosure and additional state and local 
disclosures, followed by a stand-alone authorization form. Candidates electronically sign the authorization 
form and they can also check a box indicating they wish to receive a free copy of their report.

How We Can Help



Adverse Action Requirements

Plaintiff lawyers also like to sue when companies 
violate the Adverse Action process. If an employer 
decides not to hire or promote based on the results 
of a background check, it must follow the “adverse 
action” process. 

Most often, these lawsuits allege that a violation has 
occurred when the employer fails to send the pre-
adverse notice or they fail to wait at least five days 
before sending the final notice (though some state 
ban-the-box laws require up to a 10-day wait). 

Some important things to keep in mind when 
following the adverse action process:


- Keep a record of all notices sent along with dates

- If doing this on your own, send by certified mail


You should always reference the specific reason for 
initiating adverse action in your pre-adverse notice, 
including a brief explanation of why this reason 
would disqualify the candidate. This is how to begin 
a compliant Individualized Assessment protocol.

How Do I Comply? 
 

Send out a Pre-Adverse Action notice
This is a letter that informs the applicant that the background check is under review and a 
decision is pending.  You have to provide a copy of the background report and what’s called a 
“Summary of Rights” along with the notice. Some Ban-the-Box and Fair Chance laws require 
that you also include additional disclosures. We can help you with this.

Wait a “reasonable amount of time” before sending the final notice
Courts have held that under federal law, five business days is a “reasonable amount of time” 
but the waiting period varies under state and local ban-the-box laws. We recommend the 
longest waiting period specified, which is 10 business days. If the candidate files a dispute or if 
they contact you with an explanation for your review, the waiting period must start over.

Send the final Adverse-Action notice

After waiting 10 business days, and considering any dispute or additional context provided by 
the candidate, if you still want to implement adverse action, send the final notice, which must:

 - Inform the applicant of the adverse action decision 

 - Notify the applicant that the decision was based on the background check 
 
- Contain the contact information for the CRA that performed the background check 
and a statement that the CRA was not the decision maker 
 
- Inform the applicant of their right to request a free copy of the report within 60 days

How We Can Help

Pink Screening provides a fully automated and compliant adverse action process with the special 
disclosures, individualized assessment tools and candidate feedback loops  - all at no cost.



Ban the Box / Fair Chance Laws

If you have not heard of “Ban-the-Box” or “Fair Chance” laws then chances are 
you’re still in a state or locality that doesn’t have any such laws on the books but 
35 states and 150 cities and counties have adopted one of these laws.


Essentially, this means that employment applications can no longer have a check 
box asking the applicant if they have been convicted of a crime. But many of 
these laws also incorporate other elements such as when a background check 
can be performed (pre-offer or post-offer), what the Individualized Assessment 
must enTAIL when implementing Adverse Action and how long an employer must 
wait between sending the pre-adverse notice and the final adverse notice.


For the most part, these laws apply only to government jobs but 12 states and 18 
cities/counties, including the District of Columbia, have applied these laws to 
private sector employers.


No Uniform Rules Regarding Timing 

Ban-the-box laws usually require that the background check be delayed until after 
the first interview or until after a conditional offer is made. A good resource to see 
if your in a ban-the-box jurisdiction is the ban-the-box guide from the National 
Employment Law Project.


Regardless of when you are permitted to order a background check, always 
obtain consent before doing so. Also, many employers will insert what’s called an 
“evergreen” clause into their consent form, which allows them to run subsequent 
background checks on the employee throughout the duration of employment. 

 
These have been upheld as valid in most states. In California, however, there’s a 
gray area that suggests employers in that state must get consent for each report – 
evergreen provisions aren’t valid. In New York, if you are running a background 
check that includes references, then you must get a separate consent for that 
check as well. 


35 
150

STATES

CITIES &

COUNTIES

HAVE BAN-THE-BOX

LAWS IN PLACE

https://s27147.pcdn.co/wp-content/uploads/Ban-the-Box-Fair-Chance-State-and-Local-Guide-April19.pdf
https://s27147.pcdn.co/wp-content/uploads/Ban-the-Box-Fair-Chance-State-and-Local-Guide-April19.pdf


An Individualized Assessment refers to how you review criminal records on a pre-employment background 
check. Rather than focus simply on the name of an identified criminal offense, individualized assessment 
means that you take into account the specific circumstances of the candidate and the crime(s) to make a 
fairer and more job related determination.


Here’s how the EEOC defines Individualized Assessment: 

Individualized assessment generally means that an employer informs the individual that he may be 
excluded because of past criminal conduct; provides an opportunity to the individual to demonstrate that 
the exclusion does not properly apply to him; and considers whether the individual's additional information 
shows that the policy as applied is not job related and consistent with business necessity. 

Many jurisdictions with ban-the-box or fair chance laws define it the same way and require that an 
Individualized Assessment be performed as part of the adverse action process.


In New York City and Los Angeles, employers must also show their work to candidates. These jurisdictions 
require that you send a written analysis to the candidate explaining why the criminal record disqualifies 
them from employment in a given position, and they have a special form that must be used for this.


 
 
How Do I Comply? 
 

Individualized Assessments

Consider the “Green Factors”
Named for the case (Green v. Missouri Pacific Railroad) in which they were 
announced, Green factors include:


  - The nature and gravity of the offense

  - The time elapsed since the offense

  - The nature of the job being sought
Consider Additional Context
Allow the candidate to dispute the accuracy and/or provide an explanation of 
the circumstances surrounding the offense and any mitigating factors.

Remove criminal conviction questions from your job application

How We Can Help 

Pink Screening’s automated adverse action process allows you to enter the specific reason for 
adverse action and why this would disqualify the applicant. Our Pre-Adverse notice includes a link to 
an online portal for candidate disputes and a context portal for mitigating circumstances. For New 
York City and Los Angeles, we provide access to these cities’ Individualized Assessment forms.



Pink Screening’s in-house compliance expertise is unmatched. 


Find out how we can help your company.

CONTACT US     I     support@pinkscreening.com     I     1-877-850-PINK (7465)

Pink Screening provides customizable background screening services for 
business of all sizes. Through innovative, secure  technology, integrations 
with every HR platform, and built-in compliance filters, Pink Screening 
speeds and simplifies the background check process to help customers build 
teams based on trust, safety, and fairness. Its award-winning  platform 
empowers applicants to take ownership of their information, and enables 
employers to make individualized assessments for fair hiring decisions. Pink 
Screening is a women-owned / veteran-owned company that donates 100% 
of its profit to breast cancer research. © Pink Screening. All Rights Reserved.

Pink Screening


